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INTRODUCTION

Ramsey County implements and abides by Minnesota statutes. In order implement
the statutes the County developed the following policies. All County employees are
required to abide by these policies.

Guidance

It is Ramsey County’s policy that this manual is to be used in conjunction with the
Minnesota Government Data Practices Act (Minnesota Statutes Chapter 13), as
amended, and the Rules promulgated by the Commissioner of Administration. Please
note that this manual is to be used as a guide, and is not a substitute for the laws, court
decisions, rules and opinions of the Minnesota Attorney General and Commissioner of
Administration. Any questions on the application of these guidelines and procedures
should be referred to the Data Practices Compliance Official, the Data Practices
Responsible Authority or the County Attorney's Office.

NOTE: Inasituation when both the Health Insurance Portability and Accountability Act
(HIPAA) and the Minnesota Government Data Practices Act (MGDPA) apply, then the more
stringent of the two with regards to the particular situation will take precedence.

Purpose

The purpose of this manual is to assist Ramsey County personnel in handling
government data that is maintained by their departments, and to explain what County
staff must do to comply with the MGDPA. Portions of the manual are also intended as
a guide to anyone seeking access to public data and to individuals who are the subjects
of government data.

Scope

The requirements and procedures set forth in this manual apply to all employees and contractors of Ramsey
County.

Persons or entities licensed or funded by, or under contract to, Ramsey County are subject to the MGDPA to
the extent specified in the licensing, contract, or funding agreement. Specifically:

e Pursuant to Minnesota Statutes § 13.05, subd. 6, if a person receives data on individuals from Ramsey
County because that person has a contract with the County, the person must administer the data in a
manner that is consistent with the MGDPA.

e Pursuant to Minnesota Statutes § 13.05, subd. 11, if a private person collects, receives, stores, uses,
maintains, or disseminates data because the person has a contract with Ramsey County to perform any of
the County’s functions, all of the data are subject to the requirements of the MGDPA and the contractor
must comply with MGDPA requirements. A contractor who fails to comply may be sued under § 13.08,
civil remedies. The contract must inform the contractor of these responsibilities.
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e Pursuant to Minnesota Statutes § 13.02, subd. 11, if the data are collected by a nonprofit social services
entity that performs services under contract to a government entity, and the data are collected and used
because of that contract, access to the data is regulated by the MGDPA.

o If athird party is licensed by Ramsey County and the licensure is conditioned upon compliance with the
MGDPA, or if the party has another type of contract with Ramsey County, the party is subject to the
MGDPA to the extent specified in the contract or the licensing agreement.

e Pursuant to Minnesota Statutes § 13.46, persons contracting with portions of the welfare system
may be subject to the MGDPA because of the contract.

The Ramsey County Board designates the County Manager as the Data Practices Responsible Authority for
the County, for any data not administered by a department of an elected official. Each elected official of the
County is the Responsible Authority for his or her respective department. A Responsible Authority may
appoint designees. (Please see the section on Duties of the Responsible Authority and Compliance Official).
The Responsible Authority has the responsibility of overseeing data practices procedures and compliance
within the County.

The County Attorney’s Office is not subject to the MGDPA. Excepted from the MGDPA is the use,
collection, storage, and dissemination of data by an attorney acting in a professional capacity for Ramsey
County or other governmental entity.

The Courts and the Legislature are not subject to the MGDPA. Excepted from the MGDPA is access to
court records and records of Court Administrators, which are governed by the "Rules of Public Access to the
Judicial Branch."
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DATA PRACTICES CONTACT INFORMATION

Ramsey County Contacts:

Data Practices Responsible Authorities:

County (General):

Community Human Services Department:

County Attorney:

Sheriff:

Individual County Commissioners

Data Practices Responsible Authority Designees:

MGDPA County Policy Final Version
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David Twa
Ramsey County Manager

Monty Martin
Director, Ramsey County
Community Human Services Department

Susan Gaertner

Ramsey County Attorney

Ramsey County Attorney’s Office
50 W. Kellogg Boulevard

St. Paul, MN 55102

Robert Fletcher

Ramsey County Sheriff
Ramsey County Sheriff’s Office
425 Grove Street

St. Paul, MN 55101

Room 220
Ramsey County Courthouse
St. Paul, MN 55102

Mary Mahoney

Responsible Authority Designee and
Compliance Official

550 Ramsey County Government Center-West
50 W. Kellogg Boulevard

St. Paul, MN 55102

Don Jones

Responsible Authority Designee and

Compliance Official

Ramsey County Community Human Services Dept.
9200 Ramsey County Government Center-East

St. Paul, MN 55101

Gary A. Davis

Ramsey County Attorney’s Office
Assistant County Attorney
Responsible Authority Designee and
Compliance Official



560 Ramsey County Government Center-West
50 W. Kellogg Boulevard
St. Paul, MN 55102

Brenda Brozik

Inspector

Responsible Authority Designee and
Compliance Official

Ramsey County Sheriff’s Office
425 Grove Street

St. Paul, MN 55101

Records Management: Jan Geisen
Information Services
50 W. Kellogg Boulvard
St. Paul, MN 55102

State of Minnesota Contacts:

Information Policy Analysis Division (IPAD)
Minnesota Department of Administration
201 Administration Building
50 Sherburne Avenue
St. Paul, Minnesota 55155
Voice: 651-296-6733 or 1-800-657-3721
Fax: 651-205-4219
info.ipad @state.mn.us
www.ipad.state.mn.us
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SECTION I: LEGISLATION & DATA CLASSIFICATION
OVERVIEW of the MINNESOTA GOVERNMENT DATA PRACTICES ACT

The Minnesota Government Data Practices Act (MGDPA) regulates all data collected, created, received,
maintained, or disseminated by a state agency, political subdivision, or statewide system regardless of its
physical form, storage, media, or conditions of use. The State Commissioner of Administration has
promulgated rules governing data on individuals. These Rules have the effect of law.

Government data may be stored on paper, in electronic form, on video or audio tape, on charts, maps,
etc. Government data do not include mental impressions. Government data are regulated at the level of
individual items or elements of data, so that any given document, record, or file contains many data elements.

Briefly, the Act regulates:

What data can be collected;

With whom the data may be shared;

Who may see or have copies of the data;

Determining fees for copies of data;

The classification of specific types of government data;

The duties of county personnel in administering the provisions of the Act;
Procedures for access to the information; and

Civil penalties for violation of the Act.

Almost all government data are either data on individuals or data not on individuals. Data on individuals are
classified as either public, private, or confidential. Data not on individuals are classified as public,
nonpublic, or protected nonpublic. This classification system determines how government data are handled
(see chart, below). (Also see Appendix “A”).

Data on Individuals Meaning of Classification Data not on Individuals
Public Available to anyone for any Public
reason
Private Available only to the data Nonpublic

subject and to anyone
authorized by the data subject
or by law to see it

Confidential Not available to the public or Protected Nonpublic
the data subject
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I. COLLECTION & MANAGEMENT OF GOVERNMENT DATA

A. General Laws Concerning Government Data

It is the policy of Ramsey County to collect and manage government data in
accordance with Minnesota laws.

Minnesota Government Data Practices Act (MGDPA)

The laws governing data practices are numerous and sometimes seem to be in conflict. The two major laws
governing data practices are the Minnesota Government Data Practices Act (Minnesota Statutes, Chapter 13)
and Minnesota Rules, parts 1205.0100 to 1205.2000.

Official Records
Minnesota Statutes 8 15.17, subd. 1 requires all officers and agencies of counties, cities and towns to make
and keep all records necessary for a full and accurate knowledge of their official activities.

Destruction of Records
The destruction of public records is governed by Minnesota Statutes §8 138.163 and 138.17. No disposal of
public records may be made except in the manner prescribed by that chapter.

B. Collection of Government Data

Ramsey County requires that all government data collected, created, received,
maintained, or disseminated meets the requirements of the MGDPA and the Rules
implementing the Act; that all records necessary for a full and accurate knowledge of
official duties will be kept; and that no public records will be disposed of except as
permitted by Minnesota Statutes §8§ 138.163 and 138.17.

All public officers and agencies are required to keep “all records necessary to a full and accurate knowledge
of their official activities” (MS § 15.17). The MGDPA states that a government agency can collect only
information that is necessary for the administration and management of programs specifically authorized by
the legislature, local governing body (e.g. county board, city council, etc), or mandated by the federal
government (MS § 13.05, subd. 3). Examples of “programs” are: Women'’s, Infants’ and Childrens’ (WIC)
Program, Medical Assistance, etc. These programs are established by and implement federal, state or local
law.

Whatever information the County collects must be accurate, complete and current for the purposes for which
it was collected. A data subject may contest the accuracy and completeness of the data we maintain about
them. Minnesota Rules Part 1205.1500, subd. 2 defines the terms:

Accurate means that the data in question “is reasonably correct and free from error;”
Complete means that the data in question “reasonably reflects the history of an individual’s transactions with
the particular entity. Omissions in an individual’s history that place an individual in a false light” are not

permitted; and

Current means that the data in question “must be logically related to the entity’s required and actual use of
the data in its day-to-day operations.”

MGDPA County Policy Final Version 6
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C. Determining Which Information is “Necessary”

It is Ramsey County’s policy that the County will collect and store all data on
individuals, and use, and/or disseminate private or confidential data to the extent
necessary for the administration and management of its programs and functions. (MS
§ 13.05, subd. 3)

The Responsible Authority determines what is “necessary” for the administration and management of
authorized programs based on criteria set forth in the Minnesota Rules, Part 1205.1500. This section states
that data are necessary if:

a. The particular data is both:

1) Required to carry out programs or functions that are expressly or impliedly authorized by a
provision of state statute, federal law or a local ordinance; AND
2) Periodically examined, updated, modified or referred to by the entity; or

b. The entity would be unable to fulfill its duties without undue or increased burden, if the particular
data were not collected, stored, used or disseminated; or

c. Retention of the particular data is required in the event that a legal action is brought against or by the
entity; or

d. Retention of the particular data is essential to comply with a state or federal requirement that data be
retained for a specified period for the purposes of auditing, records retention, historical interest, and
other similar purposes.

D. Retention and Disposition of Government Data

Ramsey County has adopted the Minnesota General Records Retention Schedule for
Counties. In addition, Ramsey County maintains official, approved Records Retention
Schedules for each of its departments. These Schedules provide the ongoing authority
to manage and dispose of County records in compliance with Minnesota law. (see MS
§ 138.161 - 138.25).

Absent a clearly specified retention period, some records may be disposed of only after the Records
Disposition Panel (MS § 138.17 subd. 1) approves a Records Retention Schedule or an Application for
Authority to Dispose of Records. The Records Disposition Panel is composed of the Attorney General,
Legislative or State Auditor and the Director of the Minnesota Historical Society. This panel has the power,
by unanimous consent, to direct the destruction, sale or other disposition of government records. Intentional
destruction or other disposition of government records without the authority of the Panel is a misdemeanor
(MS § 138.225).
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E. Accessibility of Government Data

Ramsey County keeps records containing government data in such arrangement and
condition as to make them easily accessible for convenient use. Photographic,
photostatic, and micrographic records are considered legally as accessible for
convenient use regardless of the size of such records (MS § 13.03 subd.1).

1. CLASSIFICATION OF GOVERNMENT DATA

Ramsey County will follow data classification as set forth in the MGDPA. The MGDPA, in
8 13.01, subd. 3, classifies all government data as public unless a specific state statute,
federal law, or temporary classification classifies the data as not public. Ramsey County
must determine what types of data it maintains and what data classifications apply to the
data. If no statute or federal law can be identified that classifies the data as not public, the
data are presumed to be public and available to anyone upon request.

For purposes of these guidelines, the classification system consists of three categories of data. Each data
category contains further data classifications. Every data element must fall into one of the nine resulting
classifications.

A. Categories and Classifications

1. Categories

Data on Individuals are any data which identify an individual (a living human being) or from which an
individual can be identified.

Data on Decedents are data about a deceased individual which were created or collected before the
individual’s death.

Data Not on Individuals are data that do not identify individuals. They include data about legally created
persons such as business entities, as well as administrative, policy and financial information maintained by
government entities. Data not on individuals also include:

- Private or confidential data which have been stripped of any data that would identify an individual;

- Data about an individual that are collected or created after that individual’s death; and

- Summary data (See Minnesota Statutes § 13.02, subd. 19 and § 13.05, subd. 7; and Minnesota Rules,
part 1205.0700).
2. Classifications

Within each of these three categories, the MGDPA establishes three data classifications. Each classification
defines who is legally authorized to access data classified in that way.

Data on Individuals and Data on Decedents are divided into Public, Private, and Confidential data.

Data Not on Individuals are divided into Public, Nonpublic, and Protected Nonpublic data, as well as
Summary Data compiled from data on individuals.

MGDPA County Policy Final Version 8
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B. Data on Individuals

1. Public Data on Individuals

Definition: Public data on individuals are all data on individuals that are not classified by law as private or
confidential.

Access: Generally, public data on individuals is accessible by the public regardless of their interest in that
data.

[NOTE: The word “public” is used here in a legal sense for purposes of the Data Practices Act. Sometimes the
term “public records” is used to indicate “government records” generically; but not all government records are
public in the sense of being open to unrestricted inspection or dissemination.]

Data on individuals are Public if:

a. A statute or federal law substantially requires that certain data on individuals be made available to the
public;

b. A statute or federal law requires the collection of data on individuals and does not classify the data as
private or confidential;

c. The data is collected without any enabling authority to do so and is not otherwise classified by either state
statute or federal law;

d. An application for Temporary Classification for private or confidential data on individuals is disapproved
by the Commissioner of Administration or the Attorney General, or is expired;

e. The data is summary or statistical data derived from data on individuals; or
f. Private or confidential data becomes public in order to comply with either judicial or administrative rules
pertaining to the conduct of legal action. (For example: Private or confidential data which is presented in

court and made public by the court.)

2. Private Data on Individuals

Definition: Private data on individuals are data on individuals that are not accessible to the public but are
accessible to the individual subject of the data.

Tennessen Warning: A Tennessen Warning must be given when private data is collected from the subject of
the data, with some exceptions. (See Tennessen Warning, p. 25.)

Data on Individuals are Private if:

a. A state statute or federal law expressly classifies the data as private or as not accessible by the public but
accessible by the individual subject of the data;

b. A temporary classification of private has been approved by the Commissioner of Administration and the
Attorney General, and has not expired;

c. A state statute, federal law or temporary classification classifies the data as private data on individuals in
the hands of the disseminating agency;

MGDPA County Policy Final Version 9
5/4/2006



d. A state statute or federal law classifies the data as confidential but makes the data available to the
individual subject of the data; or

e. The data is classified by federal or state law as both private and confidential.
Access: Private data on individuals are accessible by:
a. The individual subject of the data or his/her representative as authorized by the data subject in writing;

b. A minor’s parent or guardian or an individual acting as a parent or guardian, unless otherwise provided by
law;

c. Individuals or entities who have been given express written permission by the data subject using
Informed Consent required by § 13.05, subd. 4(d) of the Act.

d. Personnel within the Ramsey County whose work assignment requires access as determined by the
responsible authority or designee if the use was included in the Tennessen Warning. (See Tennessen

Warning, p. 25.);

e. Individuals, entities, or persons who used, stored, and disseminated government data collected prior to
August 1, 1975, with the condition that use, storage, and dissemination was not accessible by the public
but accessible by the data subject. Use, storage, and dissemination of this data is limited to the purposes
for which it was originally collected or for purposes which are specifically approved by the
Commissioner of Administration as necessary to public health, safety and welfare;

f. Individuals, entities, or persons for which a state, local or federal law authorizes new use or new
dissemination of the data;

g. Individuals, entities, or persons subsequent to the data collection when specifically approved by the
Commissioner of Administration as necessary to carry out a function assigned by law;

h. A court, pursuant to a court order; or

i. Individuals, entities, or persons as otherwise provided for by law or court order.

3. Confidential Data on Individuals

Definition: Confidential data on individuals are data on individuals that are made by law not accessible by
the public and not accessible by the individual subject of the data.

Tennessen Warning: A Tennessen Warning must be given when confidential data is collected from the
subject of the data, with some exceptions. (See Tennessen Warning, p. 25.)

Data on individuals are Confidential if;

a. A state statute or federal law expressly provides that: (i) the data are confidential, (ii) the data shall
not be available to either the public or the data subject, or (iii) the data shall not be available to
anyone except those agencies that need the data for agency purposes; or

b. A Temporary Classification of confidential has been approved by the Commissioner of
Administration and Attorney General and has not expired.
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Data on individuals are NOT Confidential if:

A state statute or federal law classifies the data as “confidential,” but allows access to the data
subject.

The data are classified as both private and confidential by Chapter 13 or any other statute or
federal law. The classification of such data is then Private. [MS § 13.03, subd. 4(b)].

Access: Confidential data on individuals are accessible by:

a.

Individuals, entities, or persons who are authorized by state, local, or federal law to gain access if the
use was included in the Tennessen Warning. (See Tennessen Warning, p. 25.);

Personnel within the entity whose work assignment requires access as determined by the Responsible
Authority or designee;

Individuals, entities, or persons who used, stored, and disseminated government data collected prior
to August 1, 1975, with the condition that the data was not accessible to the individual subject of the
data. Any use, storage, and dissemination of this data is limited to the purposes for which it was
originally collected;

Individuals, entities, or persons for which a state or federal law authorizes a new use or new
dissemination of the data;

Individuals, entities, or persons subsequent to the collection of the data and communication of the
Tennessen Warning when specifically approved by the Commissioner of Administration as
necessary to carry out a function assigned by law;

A court, pursuant to a court order; or

Individuals, entities or persons as otherwise provided for by law or court order.

C. Data on Decedents

Access to data on decedents generally is the same as access to data on individuals. Upon the death of the
individual data subject, the rights of the data subject transfer to the representative of the decedent.

Definitions

Private data on decedents are data that, prior to the death of the data subject, were classified by
statute, federal law, or temporary classification as private data on individuals.

Confidential data on decedents are data that, prior to the death of the data subject, were classified by
statute, federal law, or temporary classification as confidential data on individuals.

Data are Data on Decedents if:

a.

The data were collected prior to the death of the data subject; and

b. The data subject has died.

MGDPA County Policy Final Version 11
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Access: Private and Confidential data on decedents are accessible by:
a. A representative of the decedent to whom the rights of the decedent have transferred.

b. A trustee appointed in a wrongful death action has access to appropriate confidential data on
decedents concerning the data subject.

c. Release of private or confidential data on a decedent may also be obtained from a court following the
procedure outlined in the statute. Any person may bring an action in the district court located in the
county where the data are being maintained to authorize release of private or confidential data on
decedents. The court must examine the data and consider whether the harm to the surviving spouse,
children, or next of kin of the decedent, the harm to any other individual identified in the data, or the
harm to the public outweighs the benefit to the person bringing the action or the benefit of the public.

Expiration of Classification: Private and confidential data on decedents becomes public when both of the
following are true:

a. 10 years have passed since the actual or presumed death of the individual; AND
b. 30 years have passed since the data was created.

Unless readily available data indicate that the individual is still living, an individual is presumed dead if 90
years has passed since either the individual's birth or since the data creation.

D. Data Not on Individuals

1. Public Data Not on Individuals

Definition: Public data not on individuals are data not on individuals that are accessible to the public.
Data not on individuals is Public if:
a. A statute or federal law does not expressly classify the data as not public;

b. An application for Temporary Classification for data as nonpublic or protected nonpublic is not
approved by the Commissioner of Administration or the Attorney General or is expired,;

c. A statute or federal law substantially requires the data to be made available to the public; or

d. The data are collected without any enabling authority to do so and are not classified as either
nonpublic or protected nonpublic by either statute or federal law.

Access: Public data not on individuals are accessible by the public regardless of their interest in the data.

2. Nonpublic Data Not on Individuals

Definition: Nonpublic data are data that are not on individuals and are not public, but are accessible to the
subject of the data, if any. As used here, the subject is a person as defined in MS § 13.02 subd. 10.

Data is Nonpublic Data if:
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a. A state statute or federal law classifies the data as not public but accessible to the subject of the data,
if any; or

b. A temporary classification of data as nonpublic has been approved by the Commissioner of
Administration and the Attorney General and has not expired.

Access: Nonpublic data are accessible by:
a. The subject of the data, if any;

b. Personnel within Ramsey County whose work assignment requires access as determined by the
Responsible Authority or designee;

C. Individuals, entities, or persons authorized by statute or federal law to gain access;
d. A court, pursuant to court order; or
e. Individuals, entities or persons as otherwise provided for by law or court order.

Expiration of Classification: Except for security information, nonpublic data shall become public 10 years after
the data was created, collected, or received by the government agency. If the Responsible Authority determines

that harm to the public or a data subject outweighs the benefit to the public, the Responsible Authority may
deny access.

Copyright: Nothing in the MGDPA prohibits Ramsey County from acquiring a copyright or patent for a computer
software program or component of a program created by the County. If a copyright or patent is acquired, the data
is treated as nonpublic data.

3. Protected Nonpublic Data Not on Individuals

Definition: Protected nonpublic data are data not on individuals that are not public and not accessible to the
subject of the data, if any. As used here, the subject of the data is a person as defined in MS § 13.02 subd.
10.

Data is Protected Nonpublic Data if:
a. A state statute or federal law classifies the data as not accessible to the public and not accessible to the
data subject; or
b. A temporary classification of government data as protected nonpublic has been approved by the
Commissioner of Administration and the Attorney General and has not expired.

Access: Protected nonpublic data are accessible to:

a. Personnel within Ramsey County whose work assignment requires access as determined by the
responsible authority or the designee;

b. Individuals, entities, or persons authorized by statute or federal law to gain access;
c. A court, pursuant to a court order; or

d. Individuals, entities, or persons as otherwise provided for by law or court order.
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Expiration of Classification: Except for security information, protected nonpublic data shall become public
10 years after the data was created, collected or received by the government agency. If the Responsible
Authority determines that harm to the public or a data subject outweighs the benefit to the public, the
Responsible Authority may deny access.

E. Summary Data

Definition: Summary data are statistical records and reports derived from data on individuals. However, the
individuals are not in any way identifiable in summary data.

Data are Summary Data if:
a. All data elements that could link the data to a specific individual have been removed; and

b. Any list of numbers or other data that could uniquely identify an individual is separated from the
summary data and is not available to persons who gain access to or possess summary data.

Access: Unless otherwise classified by a Temporary Classification, summary data are public and may be
requested by and made available to any individual or person.
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I11. TEMPORARY CLASSIFICATION

Ramsey County’s policy is that, pursuant to Minnesota Statutes § 13.06, it will apply
for temporary classification of data under appropriate circumstances. The Temporary
Classification system was enacted as a safeguard for those times when the County has
a compelling reason to protect data but lacks state or federal authority to do so.

The Temporary Classification process begins with an application to the Commissioner of Administration.
A. Temporary Classification for Data on Individuals

An application for a Temporary Classification of “private” or “confidential” for data on individuals must
establish that:

a. No statute or federal law currently exists which either allows or forbids classification as private
or confidential; AND EITHER

i. Similar data has been treated as either private or confidential by other state agencies
or political subdivisions, and by the public; OR

ii. A compelling need exists for immediate Temporary Classification that, if not
granted, could adversely affect the public interest or the health, safety, well-being or
reputation of the data subject.

B. Temporary Classification for Data Not on Individuals

An application for a Temporary Classification of “nonpublic” or “protected nonpublic” for data not on
individuals must establish that:

a. No statute or federal law currently exists which either allows or forbids classification as
nonpublic or protected nonpublic; AND EITHER

i. Similar data has been treated as either nonpublic or protected nonpublic by other
state agencies or political subdivisions, and by the public; OR

ii. Public access to the data would render unworkable a program authorized by law; OR

iii. A compelling need exists for immediate Temporary Classification that, if not
granted, could adversely affect the health, safety, or welfare of the public.

C. Determination of the Commissioner of Administration

Upon receiving the application, the Commissioner, as well as the Attorney General and the legislature, may
make one of several determinations:

a. The data is classified as requested by the application for 45 days or until the application is rejected,
disapproved, or granted by the Commissioner of Administration, whichever is earlier. If the Data
Practices Division requires additional information in support of the application, the application is
deemed to have been filed on the date that the additional information is received by the Data
Practices Division.
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If the Commissioner determines that an application has been submitted for reasons not consistent
with the Act, the Commissioner may immediately reject the application, in which case the data shall
have the same classification it had before the application.

The Commissioner may consider broadening an agency’s application for Temporary Classification so
that it has statewide effect. In this case, the data is classified as requested for a period of up to 90
days.

The Commissioner may grant a Temporary Classification of government data as either private or
confidential for data on individuals, or nonpublic or protected nonpublic for data not on individuals.
A Temporary Classification granted by the Commissioner is effective immediately, and the record
effecting the approval is sent to the Attorney General.

The Attorney General has 25 days to approve the classification granted by the Commissioner, to
disapprove a classification as confidential but approve classification as private, or disapprove the
classification. If the Attorney General disapproves a classification, the data become public 5 working
days after the date of disapproval.

On or before January 15 of each year, the Commissioner of Administration must submit all
Temporary Classifications in effect on January 1 in bill form to the legislature.

Data the Commissioner disapproves for Temporary Classification becomes public data 20 days after
the date of disapproval.

An amended application may be filed, requesting the classification deemed appropriate by the
Commissioner in a previous statement of disapproval, or setting forth additional information relating
to the original application. Data on such an amended application will be classified as requested for a
period of 20 days or until the commissioner grants or disapproves the request. If the amended
application is disapproved, the data becomes public 5 working days after the date of the
Commissioner’s disapproval.
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SECTION Il: ACCESSING GOVERNMENT DATA
I. REQUESTS FOR ACCESS TO GOVERNMENT DATA

A. General Requests for Government Data

Pursuant to Chapter 13, Ramsey County will allow access to government data when
access is authorized by law, and upon request to the Responsible Authority or the
designee, an individual, entity, or person will be permitted to inspect government data
at reasonable times and places.

If the County maintains the requested data, it then must determine how the data are
classified. As required by the MGDPA, County staff must know what data they
maintain and how those data are classified in order to be able to determine whether
the requested data may be made available to the requestor.

Upon request, the requestor shall be informed of the meaning of the data. This includes explaining the
meaning of technical terminology, abbreviations, words or phrases. The explanation must be provided in an
understandable way. When providing explanations for non-English speakers or for persons with hearing or
vision impairments, the County may need to provide an appropriate interpreter.

The person requesting government data may request access to specific types of data or data elements, to
specific documents or portions of documents, to entire records, or to files or databases. The Responsible
Authority shall also provide copies of the data upon request. Fees for copying shall be charged according to
statute. (See Appendices “B” and “C”).

B. Data Formats

1. Format for Requests

If asking for public data, the requestor is not required to provide identification, provide a reason for the
request, or justify the request. However, the County may request identifying information from the requestor
if that information is necessary to fulfill the request.

It is encouraged that data requests be in writing so as to clearly define the records being requested, especially
if the request is complicated.

2. Format for Responses

The County must determine whether it maintains the requested data, but it is not required by the MGDPA to

provide data that it does not maintain. The County also is not required to produce data in a particular format
if the data are not maintained in that format. (The County may provide data in a specific format pursuant to

a request for summary data.)

If copies are requested in electronic form, and the County maintains the data in electronic form, the data must
be provided in electronic form.
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C. Requests for Data on Individuals by the Data Subject

When access is authorized by law, and upon request, Ramsey County shall provide
access to private or non-public data to the subject of the data or, with an Informed
Consent, to his or her authorized representative.

Note: For all information classified as ““not public,” the Responsible Authority must establish that the
requestor is either the data subject or the authorized representative. In order to ensure this, the Responsible
Authority shall require proof of identity, including but not limited to a valid photo ID (such as a drivers’
license) or a notarized signature when a requestor is unable to appear in person.

The data subject has the right to ask and be told whether the entity maintains data about her/him, and whether
those data are classified as public, private or confidential. Confidential data and protected non-public data
are not accessible to the subject of the data unless authorized by law or court order. Even though individuals
cannot access confidential data about themselves, they do have the right to know whether confidential data
are maintained by Ramsey County, but need not be informed why the confidential data are being

maintained. (See Appendix “C”).

If the subject has requested data that are not accessible to him/her, Ramsey County must inform the
individual of this fact at the time of the request, and must cite the specific section of state or federal law that
gives the entity the authority to withhold the data from the subject.

The Responsible Authority shall comply immediately, if possible, with any request made pursuant to this
subdivision, or within ten days of the date of the request, excluding Saturdays, Sundays and legal holidays, if
immediate compliance is not possible. (MS § 13.04 subd. 3). The Responsible Authority shall also provide
copies of the public, non-public, or private data upon request. Fees for copying shall be charged according to
statute. (See Fees for Government Data, p. 21).

The data subject is entitled to see all public and private data that the entity maintains about him or her, but is
not entitled to gain access to private or confidential data about other people which may appear in the records
or files. Ramsey County is required to determine what information relates to which person, so that it may
lawfully comply with requests for access to the data. The County cannot refuse to give a data subject access
to private or public data about her/himself just because not public data about other people are maintained in
the record or file. When an individual data subject requests such data, the appropriate action is to properly
remove/redact from the requested data all private and confidential data about other individuals.

After the subject has reviewed data about her/himself, the County is not required to show the data to the
subject for six months unless:

a) The County collects or creates more data about the subject before six months have passed. If more
data have been collected before the passage of six months, the subject has the right to inspect the
data s/he originally viewed, as well as the newly-collected or created data; OR

b) The data subject has challenged the accuracy and/or completeness of the data, or is appealing the
results of such a challenge.
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D. Requests for Summary Data

Ramsey County will prepare summary data as required by Chapter 13.

Summary data are statistical records and reports that are prepared by removing all identifiers from private or
confidential data on individuals. Summary data are public. Unless otherwise classified by a state statute,
federal law or temporary classification, the Responsible Authority shall prepare summary data upon the
written request of any individual or person provided the requesting person bears the cost of preparing the
summary data. The Responsible Authority shall prepare summary data upon the request of any government
agency when required for the administration and management of authorized programs.

Within ten (10) days of receipt of such a request, the Responsible Authority shall inform the requestor of the
costs of preparing the summary data, if any. The County may require the requestor to prepay the cost of
preparing summary data.

The Responsible Authority or a designee will:
a. Provide the summary data requested as soon as reasonably possible; or

b. Provide a written statement to the requestor, giving a time schedule for preparing the requested data,
including reasons for any delays; or

c. Provide access to the requestor to the private or confidential data so that the requestor can compile
the summary data himself or herself. The Responsible Authority may delegate the preparation of
summary data to anyone outside of the County, including the requestor. Such access will be provided
only when the requestor or other appointee signs a non-disclosure agreement and the Responsible
Authority reasonably believes such access would not compromise the private or confidential data.

i. A non-disclosure agreement is used to protect the confidentiality of government data
when the requestor of the summary data prepares the summary from the private or
confidential data on individuals.

A non-disclosure agreement shall contain at least the following:

a. A clear and complete description of the private or confidential data which will be used to prepare
summary data;

b. The purpose for which the summary data are being prepared;

c. A description of the civil and criminal penalty provision of the Act and a statement that the requestor
understands he or she may be subject to the civil or criminal penalty provisions of the Act in the
event that any part of the private or confidential data are misused or disclosed;

d. An agreement by the requestor not to disclose data in any form that would identify or tend to identify
any individual, and an agreement to indemnify Ramsey County and its agents in any legal actions
brought as a result of providing access to the private or confidential data;

e. The signature of the requestor and the Responsible Authority or designee.
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E. Requests for Government Data by Other Government Agencies

Ramsey County will allow another Entity access to data classified as private,
confidential, nonpublic, or protected nonpublic only when the access is authorized or
required by state statute or federal law. Access by state agencies or other political
subdivisions to data classified as other than public is limited to that which is necessary
for the administration and management of authorized programs.

If Ramsey County supplies government data under this section, it may require the requesting agency to pay
the actual cost of supplying the data when the requested data are not provided in the normal course of
business and are not required by state or federal law.

Data shall have the same classification in the hands of the agency receiving them as they had in the agency
providing them unless the classification is changed to meet judicial or administrative requirements. When
practical and necessary, the agency providing the requested data shall indicate the classification of the data.

Any requesting agency not listed in the Tennessen Warning shall obtain the Informed Consent from the data
subject for obtaining information classified as private or confidential, or obtain the approval of the
Commissioner of Administration. (See Tennessen Warning, p. 25).

F. Standing Requests for Data

Ramsey County may limit the duration of a standing request or, after a period of time,
confirm the requestor’s desire to continue the standing request.

G. Denying Requests for Access to Government Data

Ramsey County may deny access to government data when the data are classified by
state statute or federal law as not accessible to the requesting party.

Access may be denied when an individual requesting not public data fails to provide adequate proof of his or
her authorization to receive such data. Disclosing not public data to unauthorized parties carries potentially
heavy penalties for the County.

Any person denied access to government data shall be informed orally at the time of the request or in writing
as soon after that time as possible of the specific state statute, federal law or Temporary Classification upon
which the denial is based.

Further, upon the request of any person denied access, the Responsible Authority shall certify in writing that
the request for access has been denied and cite the specific state statute, federal law or Temporary
Classification upon which the denial was based.
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Il. FEES FOR GOVERNMENT DATA

Ramsey County requires each department to determine fees for government data
based on the actual costs of providing the service or as otherwise allowed by Chapter
13 of the Minnesota Statutes.

NOTE: Fees may not be charged to those individuals who only wish to view data. Fess may not be
charged for separating public from non-public data.

A. Inspection of Data at No Charge
A fee may not be charged for inspection of government data. This includes situations where:

a. Ramsey County displays computerized data on a terminal or prints a copy of the requested data in
order for the requestor to inspect the data,

b. A person wishes to visually inspect a paper document or data kept in any other medium that may be
inspected visually, or

c. A person requests access to electronic data via her/his own computer equipment, and possibly prints
copies or downloads data on her/his own equipment.

B. Fees for Copies of Data

Ramsey County may require a requestor to pay a fee for copies of public data or for electronically
transmitting the data. The fee may include certain costs but not others. (See Establishing Fees, below). The
requirement that data be kept in a manner that makes them easily accessible for convenient use may limit the
charge for search and retrieval time. Fees may not be charged for separating public from nonpublic data.
(Also see Appendix “E”).

C. Fees for Copies of Data With Commercial Value

In certain circumstances, Ramsey County may assess a fee in addition to the fee for providing copies of
public data. The additional fee may be assessed when the entity receives a request for copies of data which
have commercial value, and which are a substantial or discrete portion of or an entire formula, pattern,
compilation, program, device, method, technique, process, database, or system that was developed by
Ramsey County with a significant expenditure of public funds. Ramsey County determines whether the data
have commercial value.

D. Fees for Summary Data
Summary data are public. The Responsible Authority for the County must prepare summary data upon the
request of any person if the request is in writing and the requestor pays for the cost to prepare the data.
The County may require the requestor to prepay the cost of preparing summary data.

E. Copies Provided at No Charge

When access is authorized, data may be provided at no charge when:
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a. Another government agency or Responsible Authority requires or requests data and the data is
usually provided as part of the normal course of business;

b. Records, documents, brochures, pamphlets, books, reports, publications, or other data are produced
or provided for free distribution to the public;

c. When a court order allows the requesting party to proceed in forma pauperis;
d. When a department determines that charging a fee is not appropriate.
F. Copies Provided with a Charge
When access is authorized, data will be provided at the applicable rate for all other requests to include:
a. The media, including representatives of newspaper, radio and television;

b. Other authorized government agencies or Responsible Authorities (defined in the Act) who require
or request records, documents, publications, or other data which are not usually provided or
reproduced as part of the normal course of business;

c. Records, documents, brochures, pamphlets, books, reports, publications, or other data that are not
normally provided or reproduced for distribution to the public;

d. Copies of public data to the public; or

e. Copies of data on an individual to the individual data subject or to his or her authorized
representative.

Payment should be obtained prior to releasing the data.

G. Establishing Fees

Ramsey County’s policy implements Minnesota Statutes § 13.03, subd. 3 and provides that,
if a person requests copies or electronic transmittal of public government data, the
Responsible Authority for Ramsey County may require the requesting person to pay the
actual costs of searching for and retrieving government data, including the cost of
employee time, and for making, certifying, compiling and electronically transmitting
copies of the data, or the data themselves, but may not charge for separating public data
from not public data.

However, if 100 or fewer pages of black and white, letter or legal size paper copies are requested, actual
costs shall not be used, and instead, the Responsible Authority may charge no more than 25 cents for each
page copied (50 cents for a two-sided copy).

Costs That May be Included, As Long as They are Reasonable:
e Staff time required to:
o retrieve documents (The requirement that data be kept in a manner that makes them easily
accessible for convenient use may limit the entity in charging for search and retrieval time)
e sort and label documents, if necessary to identify the data to be copied
e remove staples, paper clips
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o take documents to copier for copying
e copy documents

o Materials (paper, copier ink, staples, diskettes, computer tapes, video or audio cassettes, etc.)

e Special costs associated with making copies from computerized data, such as writing or modifying a
computer program to format data (keeping in mind that computerized data must be easily accessible for
convenient use)

e Mailing costs

o Vehicle costs directly involved in transporting data to the appropriate facility when necessary to provide
copies (for example, when the government entity is unable to provide copying services for photographs,
oversize documents, videos, etc.)

o Electricity costs when the requestor uses own scanner to make an unusually large number of copies

The State Department of Administration is of the opinion that these costs may not be included:

e Purchase or rental of copier

Maintenance of copier

Normal operating expenses of computer/copier

Depreciation of copier

Staff time required to:

Separate public from not public data

Open a data request that was mailed

Sort, label or review data, if not necessary to identify the data to be copied

Return documents to storage

Provide information about the data to the requester (i.e., explain content and meaning of data)

Administrative costs that are not related to copying

Records storage

Sales tax

The entire cost of operating a multi-tasked computer for a measured unit of time, when fulfilling a

request for copies was only one of the tasks performed during that unit of time.

e Costs incurred because data are not maintained in a manner that makes them easily accessible for
convenient use
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SECTION Ill: RIGHTS OF SUBJECTS OF GOVERNMENT DATA

I. RIGHTS OF DATA SUBJECTS

The Minnesota Government Data Practices Act establishes specific rights for
individuals who are the subjects of government data, and establishes controls on how
entities collect, store, use, and release data about individuals. Ramsey County’s policy
adheres to these regulations.

These rights include: (Also see Appendix “C”).

The right to be given a notice (Tennessen warning) when either private or confidential data about the
subject are collected from the subject;

e The right to know whether a government entity maintains any data about the subject and how those data
are classified;

e The right to inspect, at no charge, all public and private data about the subject;

e The right to have the content and meaning of public and private data explained to the subject;

e The right to have copies of public and private data about the subject at actual and reasonable cost;

e The right to have private or confidential data about the subject collected, stored, used or disclosed only in
ways that are authorized by law and that are stated in the Tennessen warning notice; or in ways to which

the subject has consented via an informed consent;

e The right not to have private or confidential data about the subject disclosed to the public unless
authorized by law;

e The right to consent to the release of private data to anyone; and

e The right to be informed of these rights and how to exercise them within the entity that maintains the
data.

A. Defining the Rights of the Individual
Minnesota Rules, part 1205.0200, subpart 8, defines an individual as a living human being.

In the case of individuals who are under the age of eighteen, the MGDPA defines “individual” to include a
parent or guardian, or someone who is acting as a parent or guardian in the absence of a parent or guardian.
(See Parental Access to Data on Minors, p. 29.) Given various social and legal factors -- such as the existing
variety of custody arrangements, combined families, etc. -- there may be more than one or two adults who
are considered parents or guardians under the MGDPA.

In the case of individuals who have been judged to be legally incompetent, the MGDPA permits the
individual’s legally appointed guardian to exercise that individual’s rights. A guardian wishing to exercise
these rights must provide proof of legal guardianship in order to do so.
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I1. TENNESSEN WARNING

The MGDPA guarantees certain rights to every individual from whom Ramsey
County collects private or confidential data. It is Ramsey County’s policy that every
department that collects private and confidential data from an individual concerning
him/herself will, prior to collecting the data, inform the individual of his/her rights as a
subject of data. This listing of rights is referred to as the Tennessen Warning.* Once
the proper notice has been given, Ramsey County may lawfully collect, store, use and
disseminate the data, as described in the notice.

A. When the Tennessen Warning Is Required

The notice must be given whenever:

a. A government entity requests data; and

b. The data are requested from an individual; and

C. The data requested are private or confidential; and

d. The data are about the individual from whom they are requested.

B. When the Tennessen Warning Is NOT Required

A Tennessen Warning is not required:

a. When collecting public data on an individual;

b. When private and confidential data is collected from someone other than the subject of the data,
or that other person supplies private or confidential data about the data subject without being
asked for it;

C. When an individual is asked to supply investigative data to a law enforcement officer (see Minn.

Stat. § 13.04, subd. 2).

d. When an individual volunteers private or confidential data about himself or herself without being
asked.

C. Format of the Tennessen Warning

Preparation of a Tennessen warning notice begins by identifying the entity’s legal authority(ies) for
collecting, storing, using and releasing data on individuals. This should be done by, or in close consultation
with, the County’s legal advisor. The specifics of these enabling authorities determine the reasons for
collecting the data, how the data will be used, who is authorized to access the data, etc.

(See Appendices “A” and “E”).

* Named for former State Senator Robert Tennessen, author of this section of the Data Practices Act.
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1. Required Components

The Tennessen Warning consists of the following information that must be communicated to the individual
from whom private or confidential data concerning himself or herself is collected:

a. The purposes and intended use of the requested private or confidential data within the collecting
statewide system or political subdivision or agency;

b. Whether the individual may refuse or is legally required to supply the requested private or
confidential data;

c. Any known consequences arising from an individual supplying private or confidential data;

d. Any known consequences arising from an individual refusing to supply private or confidential data;
and

e. The identity of other individuals, entities or persons authorized by state or federal law to receive the
data.

NOTE REGARDING SOCIAL SECURITY NUMBERS: In accordance with the Federal Privacy Act of 1974,
"any Federal, State, or local agency which requests an individual to disclose his social security account
number shall inform that individual whether that disclosure is mandatory or voluntary, by what statutory or
other authority such number is solicited and what uses will be made of it.”

2. Language

In choosing words and phrasing for the Tennessen warning notice, use language that most people easily
understand. The goal is to allow the data subject to make a meaningful decision to supply -- or not supply --
the information requested. Assuming the notice is complete and accurate, that choice can be meaningful
only if the subject clearly understands what the entity communicates in the notice.

Communicating the contents of the notice may require preparation of the notice in more than one language,
or it may require the provision of an interpreter. Ramsey County departments should ensure that the subject
has the opportunity to question anything in the notice and receive a clear explanation.

3. Oral or Written Format

Tennessen Warning may be either oral or written, however a written format signed by the individual is
preferred.

4. Additional Rights Which May be Included in the Tennessen Warning

Any individual or agency charged with collecting private or confidential data on individuals may find it
helpful to add the following “Rights of Subject of Data” to the Tennessen Warning given:

a. You have the right to be informed, upon request, whether you are subject of government data
and the classification of that data (MS § 13.04, subd. 3).

b. You have the right to be shown, at no charge, any public and private information we have about

you (MS § 13.04, subd. 3).
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C. You have the right to have us make copies of any public and private information we have about
you, but you may be charged a reasonable fee (MS § 13.04, subd. 3).

d. We will provide copies of the requested data about you immediately, if possible, or within 10
working days (MS § 13.04 subd. 3).

e. You have the right to contest the accuracy and completeness of any public and private data we
have about you (MS § 13.04, subd. 4).

D. Tennessen Warning for Minors

If private or confidential data is collected from a minor (under 18 years of age), additional notification is
required. (See Notification to Minors, p. 29).

E. Exceptions / Other Permitted Uses of Private or Confidential Data

Private or confidential information shall not be collected, stored, used or disseminated for any purpose other
than those stated to the individual in the Tennessen Warning, except:

a. Data collected prior to August, 1975 may be used for the purpose for which it was originally
collected or for new purposes specifically approved by the Commissioner of Administration;

b. Data for which a state, local or federal law authorized a new use or dissemination after the
Tennessen Warning was given;

C. Data for which the Commissioner of Administration has specifically approved a new use or
dissemination to carry out a function assigned by law; and

d. Data for which the individual subject of the data has given his or her informed consent.
Obtaining the individual’s informed consent is the primary way to recover from a situation
where a complete or proper Tennessen warning notice has not been given.

F. Consequences for Non-Compliance

Private and confidential data on individuals cannot legally be collected, used, or stored if a proper Tennessen
warning notice was not given.

However, private or confidential data collected before August 1, 1975 (the effective date of the Tennessen
warning notice requirement), may be stored for the reasons the data were collected. These data also may be
stored for reasons of public health, safety or welfare, if the entity obtains the approval of the Commissioner
of Administration.
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I11. INFORMED CONSENT FOR THE RELEASE OF DATA

A. When Informed Consent is Required

It is Ramsey County’s policy that the County needs to obtain an “informed consent”
(authorization for the release of information) when the County wants to use and/or
disseminate private data on individuals in a new or different manner than was
communicated in the Tennessen Warning given at the time of data collection.

Private, but not confidential, data on individuals may be used by and disseminated to any individual or
person by the Responsible Authority or designee if the individual subject or subjects of the data have given
their informed consent.

Private, but not confidential, data may be used by and disseminated to any entity (e.g., political subdivision,
government agency, etc.) if the individual subject or subjects of the data have given their informed consent
and the data is needed for the administration and management of program authorized by state, local or
federal law. (See Appendix “E”).

B. When Informed Consent is NOT Required
Informed consent is not needed:

a. For any lawful purpose which was communicated to the data subject on the Tennessen Warning at
the time the data was collected,

b. When a federal, state or local law authorizes access to the data after the Tennessen Warning was
given, if required, or

c. When the Commissioner of Administration, upon application, approves a new use or dissemination
of the data and the new use and dissemination was not communicated to the data subject.
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IV. PARENTAL ACCESS TO DATA ON MINORS

Ramsey County will presume that a parent has the authority to exercise rights of the
minor inherent in the Act, unless the County has been provided with evidence that
there is a state law or court order governing such matters as divorce, separation, or
custody, or a legally binding instrument that provides to the contrary.

A. Access to a Minor’s Data by Parents, Guardians or Acting Guardians

A parent or guardian, or an individual acting as a parent or guardian in the absence of a parent or guardian,
has access to all public government data on a minor data subject. Such person further has access to all private
government data on a minor data subject, unless otherwise specifically denied access by a state or federal
law.

B. Notification to Minors

Unless otherwise provided for by law (e.g., educational and medical data), the Responsible Authority or
designee shall notify minors from whom private or confidential data is collected that they have a right to
request that parental access to private data be denied. This notification should be in writing, and may be a
part of the Tennessen Warning given to minor data subjects.

In the event that a minor wishes to deny parental access to his/her private or confidential data, the
Responsible Authority or designee should require the minor data subject to submit a written request that the
data be withheld. The written request must explain clearly the reasons for denying parental access and must
be signed by the minor.

Upon receipt of the written request, the Responsible Authority or the designee shall determine if honoring the
request to deny parental access is in the best interest of the minor. In making such a serious determination,
the Responsible Authority or the designee must consider the following:

a. Whether the minor is of sufficient age and maturity to be able to explain the reason for and to
understand the consequences of the request to deny access;

b. Whether the personal situation of the minor is such that denying parental access may protect the
minor from physical or emotional harm;

C. Whether there is ground for believing that the minor’s reasons for precluding parental access are
reasonable;

d. Whether the data in question is of such a nature that disclosure of it to the parent could lead to
physical or emational harm to the minor data subject; and

e. Whether the data concerns medical, dental, or other health services provided pursuant to Minnesota

Statutes concerning the “Consent of Minors for Health Services” (MS § 144.335 — 144.337).
However, this medical data may be released if failure to inform the parent would seriously jeopardize
the health of the minor.

Without a minor’s specific request, the Responsible Authority on occasion may deny parental access to
private data on a minor, pursuant to the provisions of MS § 144.335 (Access to Health Records) or any other
statute or federal law that allows or require the Responsible Authority to do so, if such state statute or federal
law provides standards which limit the exercise of the discretion of the Responsible Authority. (See
Minnesota Rules Part 1205.0500, subpart 5.)
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V. CHALLENGING THE ACCURACY AND COMPLETENESS OF DATA

In implementing the Data Practices Act Ramsey County’s policy is that an individual
may contest the accuracy or completeness of public or private data concerning
him/herself. Due to the nature and size of Ramsey County, many decisions regarding
individual records are made by designees appointed by the Responsible Authority.
Ordinarily, problems and concerns brought by a data subject should be resolved at the
department/designee level. If, however, a data subject and department/designee cannot
agree, the data subject is afforded, by law, an opportunity to appeal a decision to the
Responsible Authority.

A. Appeal to the Responsible Authority

An individual who wishes to appeal a decision of a designee to the Responsible Authority must submit a
written appeal to the Responsible Authority for the records in question. The designee will make available the
name and address of the appropriate Responsible Authority. (See Appendix “D”).

The written appeal must contain the following:
a. The name, address, and telephone number of the appealing party;
b. The name of the designee or the individual who handled the initial request;
c. A description of the nature of the dispute including a description of the information requested or in
question; and
d. A description of the desired result of the appeal.

The Responsible Authority has 30 days to either correct the data or notify the individual that the Responsible
Authority believes the data are correct. Subsequently, data in dispute shall be disclosed only if the
individual's statement of disagreement is included with the disclosed data.

B. Appeal to the Commissioner

The determination of the Responsible Authority may be appealed to the Commissioner of Administration
under the provisions of the Administrative Procedure Act relating to contested cases. The Commissioner
shall try to resolve the dispute and may refer the matter to mediation. The procedures for this appeal are
contained in Minnesota Rules 1205.1600.

C. Challenged Data

Data on individuals that have been successfully challenged by an individual must be completed, corrected, or
destroyed. A copy of the order of the Commissioner of Administration or a summary of the dispute between
the parties that does not contain particulars of the successfully challenged data may be retained.

D. District Court Action

Any individual or person may, at any time, bring action in district court pursuant to Minnesota Statute §
13.08, subd. 1. An action filed pursuant to this section may be commenced in the county in which the
individual resides. If the court determines that an action is frivolous and without a basis in fact, it may award
reasonable costs and attorney fees to the Responsible Authority.
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SECTION IV: ADMINISTRATION and COMPLIANCE
I. DUTIES OF THE DATA PRACTICES RESPONSIBLE AUTHORITY (and Designees)

A. Appointment of the Responsible Authority

The Minnesota Rules, Part 1205.1000, require that pursuant to the Minnesota Statutes §
13.02, subd. 16, Ramsey County must appoint a “Responsible Authority.” According to the
Rules, “the governing body shall confer on the Responsible Authority full administrative
authority to carry out the duties assigned by the Act and by this chapter.”

The Responsible Authority administers the requirements for collection, storage, responsible use, and
dissemination of data within Ramsey County. The duties of the Responsible Authority include keeping
records containing government data easily accessible; establishing procedures to ensure that requests for data
are received and complied with promptly and appropriately; preparing a public document of data categories;
establishing procedures to ensure that data is accurate, current, and complete; and ensuring appropriate
security safeguards.

The Responsible Authority for the County provides ongoing training with regards to the Minnesota
Government Data Practices Act.

B. Assignment of Designee(s)

To carry out the requirements of the MGDPA -- particularly in large government jurisdictions — the
Responsible Authority may appoint one or more “designees.” (See Minnesota Statutes § 13.03, subd. 2;
Minnesota Rules 1205.1100). Such appointments are to be in made in writing, and made with the advice and
cooperation of affected department heads.

Designees have charge over individual files or systems containing government data. In the normal course of
business, they will be the ones who receive and comply with requests for that data.

In place of the Responsible Authority, a designee is required to implement all relevant provisions of the
MGDPA, the Minnesota Rules, Ramsey County policies and procedures, and other official directives such as
court orders.

C. Data Integrity
The Responsible Authority or designee shall establish procedures to ensure that all data on individuals under
their jurisdiction are accurate, complete and current for the purposes for which they were collected (MS §
13.05, subd. 5 and Minnesota Rules 1205.1500 subp. 2). For the purposes of this section:

Accurate means that the data in question are reasonably correct and free from error.

Complete means that the data in question reasonably reflect the history of an individual's transactions with
the entity. Omissions in an individual's history that place him or her in a false light should not be permitted.

Current means that the data in question must be logically related to the entity's required and actual use of the
data in day-to-day operations.
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D. Security Safeguards for Government Data

The Responsible Authority shall ensure that the collection and storage of all data on individuals and the use
and dissemination of private and confidential data on individuals is limited to that necessary for the
administration and management of programs specifically authorized by the legislature or local governing
body or mandated by the federal government. (See MS § 13.05, subd. 3.)

The Responsible Authority designee for each department shall establish procedures and appropriate security
safeguards consistent with the Act for all records maintained by the designee which contain data classified as
other than public, to ensure that access is gained only by authorized individuals, entities or persons.
Security safeguards may include, but are not limited to the following:

a. Locking up private and confidential data at night in desks or cabinets;

b. Not leaving private and confidential data in view in areas where the general public has ready access;

c. Requiring proper identification (i.e., driver's license, picture 1D, notarized signature) for access to
private and confidential information;

d. Not putting unshredded private and confidential data into trash cans or into recycling bins;
e. Not using paper containing private and confidential data as "scratch™ paper;
f. Maintaining tight control over confidential access codes to all electronic data;

g. Storing diskettes and other electronic or film media which contain private or confidential data in a
secured area when not in use; or

h. Providing off-site storage for records, films and electronic/magnetic storage media (diskettes, CDs,
microforms, etc.) which are "vital" or "important" records.

Il. DUTIES OF THE DATA PRACTICES COMPLIANCE OFFICIAL (and Designees)

A. Appointment of the Compliance Official

Minnesota Statutes, 8§ 13.05, subd. 13 requires Ramsey County, to appoint a Data Practices
Compliance Official. This position was created in addition to that of the Data Practices
Responsible Authority, required under Minnesota Statutes § 13.02. In Ramsey County, the
County Manager has designated Data Practices Compliance Official. The Compliance
Official may appoint designees.

The Data Practices Compliance Official is a designated employee of Ramsey County to whom the public
may direct questions or concerns regarding data practices issues. The intent of the legislation is to help
citizens access public data at a single point of entry to the County. Questions or concerns regarding access to
the County’s data, data practices problems, or enforcement of public rights under the Data Practices Act will
be directed to the Data Practices Compliance Official. The Compliance Official will rely upon
knowledgeable staff to assist citizens with requests for data.
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I11. DATA PRACTICES DOCUMENTATION AND REPORTING REQUIREMENTS

A. Written Procedures for Requesting Data

Pursuant to Minnesota Statutes § 13.05, subd. 8, Ramsey County prepared a public
document setting forth in writing the rights of subjects of data pursuant to section 13.04 and
the specific procedures in effect for an individual to access public or private data on himself
or herself.

These rights and procedures include:
a. The right of the data subject to access and copy public and private data concerning himself or herself;
b. The responsibilities of the designee in providing access to public and private data on individuals;
c. Procedures whereby an individual may contest the accuracy and completeness of public and private data
concerning himself or herself; and
d. Procedures whereby an individual may appeal the decision of the responsible authority or designee.
THESE PROCEDURES ARE ALL ADDRESSED WITHIN THE PAGES OF THIS POLICY MANUAL.

B. Data Practices Annual Report

Ramsey County annually prepares a Data Practices Annual Report which is a public
document (MS § 13.05, subd. 1.) Ramsey County will update this report by August 1 of
each year. The Minnesota Commissioner of Administration may require a copy of the
report from the Responsible Authority. (See Appendix “F” for a sample form).

The report shall include:
a. The name, title and address of the Responsible Authority;
b. Identification of the files or systems for which each designee is responsible;

c. A description of each category of record, file, or process relating to private and confidential data on
individuals maintained by the County;

d. The classification of the data;

e. The citation of the state statute or federal law that classifies the data as private or confidential
f.  The name, title and address of designees appointed by the Responsible Authority; and

g. Forms used to collect private and confidential data.

C. Data Practices Review Requirements

Pursuant to the MGDPA and the Minnesota Rules (Part 1205.1500) Ramsey County
established a plan to review and analyze the data administration practices of the entity.
Ramsey County’s plan requires that the County:
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Establish administrative mechanisms and procedures to ensure that the data collected on
individuals are accurate, complete and current. These procedures may include:

1)

2)

3)

4)

5)

6)

7)

Encouraging the data subject to review his or her own file(s) for accuracy, completeness and
currency;

Collecting data about an individual from the individual subject of the data whenever
possible, and not from third parties;

Designing forms to collect objective types of data elements whenever possible, rather than
data which calls for an opinion, conclusion, or other subjective entry;

Re-designing forms, whenever possible, to remove any data elements that are not necessary
or that lend themselves to ambiguity and subjectivity;

Periodically conducting quality/validity checks on sample case files;

Ensuring that a record or file contains the complete history of an individual’s transactions
with the agency — for example, a record which shows an arrest should also show the
disposition of the case — guilty or not guilty; and

Establishing and following Records Retention Schedules to be sure that obsolete records,
case files, etc. are purged when they are no longer current. Records may not be destroyed
without a State-approved “Records Retention Schedule” or written approval on a case-by-
case basis from the State Records Disposition Panel (MS § 138.17).

Prepare a list or index of all types of data currently collected, stored, used, or disseminated by
the County. The “Data Practices Annual Report,” as described in the previous section and
illustrated as Form F, is intended to meet this requirement

Determine whether the collection and storage of data and the use and dissemination of private or
confidential data is necessary.

The Responsible Authority should appoint an individual or individuals to review each form and data element
to determine its necessity, particularly at any time it is revised or when a new form is designed.
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SECTION V: GLOSSARY OF TERMS
GLOSSARY OF TERMS
August 1 Report: See Data Practices Annual Report.

Authorized Representative: The individual, entity, or person authorized to act on behalf of another
individual, entity, or person. For the purposes of the Act, the authorized representative may include, but is
not limited to: (a) in the case of a minor, a parent or guardian (unless the parent or guardian is prohibited by
court order from having access to the data), see Individual (defined below), Notification to Minors; (b) in the
case of a decedent, the personal representative, see Data on Decedents, of the estate during the period of
administration; (c) any other individual, entity, or person including attorneys, insurers, mortgage companies,
or their representatives, provided that the individual subject of the data has given his or her Informed
Consent for the release of the information. (See Informed Consent).

Commissioner: The Commissioner of the State of Minnesota Department of Administration.

Compliance Official: The Data Practices Compliance Official is the designated employee of the government
entity to whom persons may direct questions or concerns regarding problems in obtaining access to data or
other data practices problems.

Confidential Data on Individuals: Pursuant to MS § 13.02, subd. 3, “confidential data on individuals”
means data that is made not public by statute or federal law applicable to the data and is inaccessible to the
individual subject of the data. “Confidential” as used in some older Minnesota Statutes and federal laws may
actually mean “private data on individuals” as defined in MS § 13.02, subd. 12, depending upon the
accessibility of the data to the data subject.

Court Order: The direction of a court, judge, arbitrator, administrative law judge, or other appropriate
presiding judicial officer acting in an official capacity.

Criminal Justice Agencies: All state and local prosecution authorities, all state and local law enforcement
agencies, the sentencing guidelines commission, the bureau of criminal apprehension, the department of
corrections, and all probation officers who are not part of the judiciary.

Data: Government information which can be maintained in any form, including, but not limited to, paper
records and files, microfilm, computer media, or other processes.

Data on Individuals: All government data in which any individual is or can be identified as the subject of
that data, unless the appearance of the name or other identifying data can be clearly demonstrated to be only
incidental to the data and the data are not accessed by the name or other identifying data of any individuals.

Data Not on Individuals: All government data which are not data on individuals. Examples include security
information, trade secret information, and sealed bids.

Data Practices Annual Report: The public document required by Minnesota Statutes § 13.05, subd. I,
containing the names, titles, and addresses of the responsible authority and his/her designees, and a
description of each category or record, file or process relating to private or confidential data maintained by
the state agency, statewide system, or political subdivision; the citation of the state statute or federal law
which classifies the data as private or confidential; identification of the files or systems for which each
designee is responsible; and forms used to collect private or confidential data.
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Data Subject: The individual or person about whom the data are created or collected.

Designee: Any person designated in writing by a responsible authority a) to be in charge of individual files
or systems containing government data and b) to receive and comply with requests for government data.

Enabling Authority: the state, federal or local law that authorizes the program or function for which the data
are collected, or that authorizes the actual data collection, storage, use or dissemination.

Entity: Any governmental agency subject to the requirements of the MGDPA, including state agencies,
political subdivisions, and statewide systems.

Government Data (MS § 13.02, subd. 7): “All data created, collected, received, maintained, or disseminated
by any state agency, political subdivision or statewide system regardless of the data’s physical form, storage
media or conditions of use.” Government data includes “all cards, correspondence, discs, maps, memoranda,
microfilms, papers, photographs, recordings, reports, tapes, writing, optical disks, and other data, information
or documentary material.” [MS § 138.17, subd. 1(b)(1).]

Individual: A natural person, a human being. In the case of a minor or an individual adjudged mentally
incompetent, "individual™ includes a parent or guardian or an individual acting as a parent or guardian in the
absence of a parent or guardian, except that the responsible authority shall withhold data from parents or
guardians, or individuals acting as parents or guardians, upon request by the minor if the responsible
authority determines that withholding the data would be in the best interest of the minor, and except as
prohibited by statute or rule governing juveniles.

Informed Consent: The consent that must be given by a data subject to allow disclosure of information about
himself or herself. The Informed Consent must demonstrate that the data subject possesses and exercises
sufficient mental capacity to make decisions that reflect an appreciation of the consequences of allowing the
entity to initiate a new purpose or use of the data in question. Informed Consent must be in the form
prescribed in the Act (MS 8§ 13.05 subd. 4).

Non-Disclosure Agreement: A signed agreement between a summary data requestor and the entity
maintaining the requested government data on individuals whereby the requestor agrees to comply with the
requirements of the Act in handling private and confidential data on individuals.

Non-Public Data: Data not on individuals that is made by statute or federal law applicable to the data: a) not
accessible to the public; and b) accessible to the subject, if any, of the data

Not Public Data: Any government data that is classified by statute, federal law, or temporary classification
as confidential, private, nonpublic, or protected nonpublic.

Person: Any individual, partnership, corporation, association, business trust, or legal representative of an
organization.

Political Subdivision: Any county, statutory or home rule charter city, school district, special district, and
any board, commission, district or authority created pursuant to law, local ordinance, or charter provision. It
includes any nonprofit corporation which is a community action agency organized pursuant to the Economic
Opportunity Act of 1964 (Public Law number 88-452) as amended, to qualify for public funds, or any
nonprofit social service agency which performs services under contract to any political subdivision,
statewide system, or state agency, to the extent that the nonprofit social service agency or nonprofit
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corporation collects, stores, disseminates, and uses data on individuals because of a contractual relationship
with state agencies, political subdivisions or statewide systems.

Private Data on Individuals: Data which is made by statute or federal law applicable to the data: a) not
public; and b) accessible to the individual subject of the data.”

Protected Non-Public Data: Data not on individuals which is made by statute or federal law applicable to
the data: a) not public; and b) not accessible to the individual subject of the data.”

Public Data on Individuals: Data which is accessible to the public pursuant to MS § 13.03 subd. 1.
Public Data Not on Individuals: Data which is accessible to the public pursuant to MS § 13.03 subd. 1.

Representative of the Decedent: The personal representative of the estate of the decedent during the period
of administration, or if no personal representative has been appointed or, after discharge, the surviving
spouse, any child of the decedent, or, if there is no surviving spouse or children, any other of the decedent's
living next of kin within one degree of consanguinity as determined in the order of priority established by the
Rules or civil law.

Request / Release of Information Form: A signed informed consent for release or request of private or
confidential data on individuals authorized and signed by the individual subject of the data.

Requestor: The individual, entity, or person requesting access to and/or copies of government data.

Responsible Authority: In any political subdivision, the individual designated by the governing body of that
political subdivision as the individual responsible for the collection, use, and dissemination of any set of data
on individuals, government data, or summary data, unless otherwise provided by state law. Each elected
official of the County is the Responsible Authority for his or her respective department. The County Manager
is appointed by the Ramsey County Board to be the Responsible Authority for any data administered outside
the departments of elected officials.

State Agency: The state, the University of Minnesota, and any office, officer, department, division, bureau,
board, commission, authority, district, or agency of the state.

Statewide System: Any recordkeeping system in which government data is collected, stored, disseminated,
and used by means of a system common to one or more state agencies or more than one of the political
subdivisions, or any combination of state agencies and political subdivisions.

Summary Data: Statistical records and reports derived from data on individuals but in which individuals are
not identified and from which neither their identities nor any other characteristic that could uniquely identify
an individual are ascertainable.

Temporary Classification: An application by a state agency, statewide system, or political subdivision,
pursuant to MS § 13.06 which has been approved by the Commissioner of Administration and the Attorney
General to classify government data not classified by state statute or federal law as either private or
confidential for data on individuals or nonpublic or protected nonpublic for data not on individuals.

Tennessen Warning: Those rights communicated to an individual asked to supply private or confidential
data concerning himself or herself. See Tennessen Warning.
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Determining Whether a Government Entity May Lawfully Collect, Store, Use and Release
Data on Individuals (Checklist)

Before collecting or storing any data on individuals, a government entity must ask:

Q:

Is the collection or storage necessary for the administration and management of a program
specifically authorized by the Legislature or local governing body, or mandated by the federal
government? Has the relevant enabling authority been identified?

A: No -- The data may not be collected or stored

A: Yes- Proceed to the next question.

Is the government entity asking an individual to supply private or confidential data about herself
or himself?

A: No -- The data may be collected without a Tennessen warning notice

A: Yes- A Tennessen warning notice must be given before the data are collected

Before using or releasing any data on individuals, a government entity must ask:

Q:

Avre the data classified as private or confidential data on individuals?
A: No -- The data are public and may be used or released
A: Yes- Proceed to the next question

Is the use or release necessary for the administration and management of a program specifically
authorized by the Legislature or local governing body, or mandated by the federal government?
A: No -- The data may not be used or released

A: Yes- Proceed to the next question

Was a Tennessen warning notice required when the data were collected?
A: No -- Use or release the data
A: Yes- Proceed to the next question

Was the data subject informed (in a Tennessen warning notice) that the data would be used or
released for this purpose?
A: Yes- Use or release the data
A: No -- Ifthe data are confidential, the data may not be used or released
-- If the data are private, the data subject’s informed consent must be obtained before
releasing or using the data. (See also Minnesota Statutes § 13.05, subd. 4, for
alternative authorities for use and release of private data.)



OVERVIEW OF THE TENNESSEN WARNING NOTICE
Minnesota Statutes Section 13.04, subdivision 2

The notice must be given when:

wn e

4.
All four conditions must be present to trigger the

An individual

Is asked to supply

Private or confidential data
Concerning self

notice requirement.

The notice does not need to be given when:

the data subject is not an individual

the subject offers information that has not been
requested by the entity

the information requested from the subject is
about someone else

the entity requests or receives information about
the subject from someone else, or

the information requested from the subject is
public data about that subject.

Statements must be included
that inform the individual:

Why the data are being collected from the
individual and how the entity intends to use the
data;

Whether the individual may refuse or is legally
required to supply the data;

Any consequences to the individual of either
supplying or refusing to supply the data; and

The identity of other persons or entities authorized
by law to receive the data.

Consequences of giving
the notice are:

Private or confidential data on individuals may be
collected, stored, used and released as described in the

notice without liability to the entity

Consequences of giving an incomplete
notice, or not giving
the notice at all, are:

Private or confidential data on individuals cannot be
collected, stored, used or released for any purposes
other than those stated in the notice unless:

The individual subject of the data gives informed
consent;

The Commissioner of Administration gives
approval; or

A state or federal law subsequently authorizes or
requires the new use or release.
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YOUR RIGHTS AS A MEMBER OF THE PUBLIC
TO ACCESS GOVERNMENT DATA

The Minnesota Government Data Practices Act (MGDPA) gives you, as a member of the public,
the right to see and have copies of public data we keep. The law also controls how we keep
government data and what we tell you when you ask us to see the data we have.

THESE RIGHTS AND CONTROLS ARE:

The law states that all the data we keep is public, which means it can be seen by anybody,
unless there is a state or federal law that states the data is not public.

Ramsey County has a report that lists the types of data we keep about individuals, how each type
is classified, and what law classifies that kind of data. This report is called “Types of Data &
Classification.” If you wish to see or have a copy of this report, contact:

NAME
ADDRESS
TEL. #

You have the right to look at all public data we keep.

You may request and receive public information over the phone, in person, through the mail, or
via e-mail. If it is not possible to give you the information in the way you ask, we will contact
you to decide on another way to give you the information for which you asked.

To look at public data we keep, contact:

NAME
ADDRESS
TEL. #

This person is a designee of the Responsible Authority at Ramsey County. You can make your
request during our normal working hours, which are Monday through Friday, 8:00am to 4:30pm.

You may ask to see any of the following:
e Specific types of data or data elements
e Specific documents or portions of documents
e Entire records, files or data bases
o All public data we keep.

It is helpful to have your request in writing. In your request, you should say that you are making
a data request under the MGDPA. Tells us as clearly as you can what information you want to
see. If you are not sure exactly what information you are requesting, we will ask you, but you do
not have to tell us who you are or why you are asking for the data.

We will let you know as soon as we can if we have the data you are asking for. If you are asking
for public data and we have the data, we will let you see or have copies of the data right away. If



we need more time to identify, find or copy the data you are asking for, we will let you know and
we will tell you when we will be able to give you the data.

We don’t have to give you data we don’t keep.
If we don’t have the data you asked for, we will tell you right away. We do not have to collect or
create data for you in order to respond to your request.

We may not have to give you public data in the form you want.

If we do not keep the data you are asking for in the format you want, we may not be able to give
you the data in the format you requested. If we cannot put the data in the format you want, you
may have the data in our format and convert it to the format you want yourself. 1f we can put the
data in the format you want, we will let you know how long it will take us to provide the data and
how much it will cost. Then you can decide if you want the data in that format or not.

We will not charge you a fee for looking at public data.

You have the right to look at public data at no cost. We will let you look at computerized data on
a computer screen, or print a copy, so that you can inspect the data at no charge.

You may also inspect public data on your own computer, and you may print and download the
data using your own computer at no cost. We will not charge you a fee for separating public data
from data that are not public.

You have the right to have public data explained in a way you understand.
If you ask, we will provide an interpreter or find another way to explain the data. If you have
any questions about the meaning of public data we keep, please contact:

NAME

ADDRESS

TEL. #

You have the right to have copies of the public data we keep.

You have the right to have a copy of any data that you have a right to see. This includes the right
to have copies of all or parts of specific documents, files, records, databases or types of data that
we keep. If you ask for the copies in electronic forms, and we keep the data in electronic form,
we will give you the data in electronic form.

To ask for a copy of public data we keep, contact:

NAME
ADDRESS
TEL. #

In your request, say that you are making a request for copies of data under the MGDPA. Tell us
as clearly as you can, and preferably in writing, what types of data or information you want. If
we have any questions about the copies you are requesting, we will ask you for clarification.



Once we have your request, we will provide the copies you asked for as soon as reasonably
possible, depending on how many copies you are requesting and how many staff we have
available to respond to your request.

We have the right to charge you a reasonable fee for providing copies.

We will charge you a fee for making copies of the data you ask for. If you ask us to mail or fax
the copies to you, the fee will include postage or long distance phone charges. If you request a
certified copy of a document, we will charge you a fee to certify that document.

If you are requesting copies of data that have commercial value, we will charge you a fee in
addition to the fee for the copies.

You have the right to know why you can’t see or get copies of data that is not public.

If the information you ask for is not public data, we will tell you that when you make your
request, or we will notify you in writing as soon as reasonably possible. We also will tell you
which specific law makes the information not public. If you ask, we will put this in writing for
you.

You have the right to see and have copies of summary data.
Summary data are statistical records or reports prepared by removing all identifiers from private
or confidential data on individuals. We will prepare summary data for you if you make a request
in writing (letter, fax, e-mail, etc.) and pay us what it costs to prepare the data. Contact:

NAME

ADDRESS

TEL. #

When we receive you request, we will contact you to make detailed arrangements to prepare the
summary data.
We will let you or someone else prepare the summary data if:
e you explain in writing why you want to prepare the data;
o if you agree not to release any of the private or confidential data used to prepare
the summary data; and
o if we determine that giving you access to private and confidential data will not
compromise those data.

If you have any questions about how to access public data we keep, please contact:
NAME who is our
at
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YOUR RIGHTS AS THE SUBJECT OF GOVERNMENT DATA

The Minnesota Government Data Practices Act (MGDPA) is a law that gives you important rights when
Ramsey County collects, creates, keeps, uses or releases data about you. This law also controls how we
collect, use, and release that data.

Who may exercise your rights
The law defines an individual as a living human being and gives every individual all of the rights
discussed in this document.

If you are a minor (which means that you are not yet eighteen years old), your parents or your guardian
usually have the same rights as you do. This means that each of your parents or your guardian usually
can look at and have copies of information we keep about you. Usually, then each has the right to give
their consent to release the data about you. They each can challenge the accuracy and completeness of
the data about you. If your parents are not a part of your life, then the person who is caring for you has
these rights.

In some cases, your parents or guardians do not have these rights. For example, your parents or guardians
will not be able to exercise the rights the law gives you if there is a court order that takes these rights
away from them. The court order might be about a divorce, separation, custody or another matter. Or the
court order might take away the parental rights of your parents. Sometimes a state or federal law says we
cannot let your parents see information about you.

In addition, if you are a minor, you have the right to ask us not to let your parents or guardian have private
information about you. If you do not want us to give your parents or guardian information about you, you
must write to:

NAME

ADDRESS

TEL. #

Tell us why you do not want us to release the information to your parents. You must sign your request.
After we receive your request, we have to decide if we will let your parents see your information. We
take the following things into consideration:
e Isthere a law that says we have to give the information to your parents?
Do you have a good reason for asking us not to release the data?
If we give your parents the information, would you be harmed in any way?
Do you understand what will happen if we do not release the information?
Whether it is in your best interest for us not to give the information to your parents.

If you have been appointed as the legal guardian for someone, you may exercise that individual’s rights
under the MGDPA. To do so, you must show proof of your appointment as legal guardian.

The law controls how we collect, keep, use and release data about you

We can collect, keep, use and release private and confidential data about you only when a state or federal
law allow or requires us to do it. The law also says we can collect, keep, use and release private and
confidential data about you only if we need to in order to do our job.



The law says we have to give you a notice when we ask you to give us data about yourself.
When we ask you to give us private or confidential data about yourself, we will give you a notice. The
notice sometimes is called a Tennessen warning notice. The notice tells you the following things:
o We will tell you why we are collecting the data from you and how we plan to use the
data.
o [f there is a law that says you have to give us the data, we will tell you that. We also will
tell you if you do not have to give us the data.
We will tell you what might happen to you if you give us the data.
o We will tell you what might happen to you if you do not give us the data.
We also will tell you what other people or entities have the legal right to know about, see
or have copies of the data you give us.

Various departments within Ramsey County may collect information about you for different reasons and
use the information in different ways, so we may give you more than one notice, and the notices may be
different. We will explain anything in the notice if you ask us.

Whenever we can, we will give you the notice in writing for you to read, and we will give you a copy of
the written notice to keep. We request that you sign the notice. If we ask you for information over the
phone, we will give you the notice when we talk to you, and then we will give or send you a copy of the
notice in writing as soon as we can after our conversation.

We only have to give you the Tennessen warning notice when we ask you to give us private or
confidential information about yourself. We do not have to give you the notice when:
1. you give us information we haven’t asked for,
2. the information we ask for is about someone else,
3. the information we ask for is public data about you, or
4. the information is collected by a law enforcement officer who is investigating a crime.
This includes police officers, and members of the fire department and sheriff’s office.

The notice puts limits on what we can do with data we keep about you.

Usually, after we give you the Tennessen warning notice and you choose to give us the data we ask for,
we will use and release the data only in the ways that were stated in the notice. There are some
exceptions to this rule. These exceptions are:

o If afederal, state or local law is passed after we give you the notice and collect the data
from you, and that law says we may or must use or release the data in a way that was not
included in the notice, then we will use or release the information in order to comply with
the new law.

e Sometimes, after we collect data about people for one purpose, we need to use or release
that information for a different purpose. If there is not law that says we can use the data
for the new purpose, we need permission from you in order to use or release the
information in the new way. If we need to ask many people for permission, we may ask
the Commissioner of the Minnesota Department of Administration to approve the new
use or release of the information. We will use or release the information in the new way
if the Commissioner approves.

o If we collected private or confidential information about you before August 1, 1975, we
have the right to use, keep and release the information for the reasons we collected it.
We also can ask the Commissioner of Administration for permission to use, keep or
release the data to protect public health, safety or welfare.



If we need to use or release data about you in a new way, we may need your permission

If we need to use or release private data about you in a way that we did not tell you about in the
Tennessen warning notice, we will ask you for your informed consent. You informed consent has to be in
writing, so we will ask you to read and sign a consent form.

The consent form tells you the following:

¢ What information we want to release, or what information we want someone else to give
us. You may consent to release all of the information, some of the information, or none
of the information that is listed on the form.

e The reasons we are asking for your consent and how the information will be used. You
may consent to all, some or none of the uses listed on the form.

o Who will release the information and who will receive it. You may consent to release
information to all, some , or none of the entities or people listed on the form.

o What will happen if you let us release or use the information in a new way.

e Who to talk to if you have questions.

You do not have to let us use or release the information in the new way. Before you decide, you should
look at the information. The consent form tells you who to talk to if you want to took at the information
or have copies of it. We have to explain everything on the consent form in a way that you understand.
After you read and understand the consent form, we will ask you to sign it.

If you give us your consent, we can release the information for the length of time that is written on the
consent form. You may stop your consent any time before that time is over. If you want to stop your
consent, you must write to the person named on the form and clearly say that you want to stop all or part
of your consent. Stopping you consent will not affect information that already has been released because
you gave your consent.

We will only ask for your informed consent to release private information about you. We do not need to
ask for your consent to release public information about you because the law says we have to give public
information to anyone who asks.

You have the right to know if we keep information about you.
If you ask us, we will tell you if we keep information about you and whether that information is classified
as public, private or confidential. To find out what information we keep about you, contact:

NAME

ADDRESS

TEL. #

You have the right to see data we keep about you.
If you ask us, we will show you the public and private data that we keep about you. Contact the person
listed above.

In your request, tell us as clearly as you can what types of data or information you want to see. You have
the right to see specific documents, files, records or types of data that we keep. You also have the right to
ask for and see all of the public and private data about you that we keep.



Once we have your data request, we will show you the data right away if we can. If we can’t show you
the data right away, we will show you the data in no more than ten business days.

The law says we have to protect private data about you. For this reason, a member of our staff may be
with you when you inspect the information.

After you have looked at the data you requested, we do not have to let you see the data again for six
months, unless we collect or create more information about you before six months have passed. You do
not have to wait for six months to see the data again if we have collected new data about you, or if you
have challenged any of the data, or if you are appealing the results of that challenge. See the information
below about how to challenge the accuracy and/or completeness of government data.

We cannot charge you a fee for looking at data about yourself.

You do not have to pay any money to look at data about yourself, even if we have to make a copy of the
information so that you can look at it.

You have the right to have public and private data about you explained to you.

If you have any questions about the data we keep about you, please contact the person listed on the
previous page. We will explain the data in a way you understand. If you ask, we will provide an
interpreter or explain the information in another way.

You have the right to have copies of data about yourself.

You have the right to have a copy of public and private data about yourself -- in other words, you may
have a copy of any information you have the right to see. To get a copy of public or private data that we
keep about you, contact the person listed on the previous page.

In your request, tell us as clearly as you can what data or information you want copied. You have the
right to have copies of specific documents, files, records or types of data that we keep. You also have the
right to have copies of all of the public and private data about you that we keep.

Once we have your request for copies, we will give you the copies right away if we can. If we can’t give
you the copies right away, we will give them to you in no more than ten business days.

We have the right to charge you a fee for making the copies.

We will charge you a fee for making copies of the data you ask for. We can only charge you the actual
cost of making and compiling the copies. If you ask us to mail or fax the copies to you, the fee will
include postage or long distance phone charges. If you request a certified copy of a document, we will
charge you a fee to certify the document.

You have the right to know why you can’t see or get copies of data we keep about you.
If the information you want to see is not public or private data about you, we will tell you that, and we
will tell you what part of the law says we can’t show it to you.

If you have any questions about your rights, please contact , our
Compliance Official, at




APPENDIX “D”

Handout: How to Challenge Accuracy of Data
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Challenging the Accuracy and/or Completeness of Data
That Government Entities Keep About You

The Minnesota Government Data Practices Act (MGDPA) gives you the right to challenge the accuracy and/or
completeness of public and private data being maintained about you by any government entity in Minnesota.
There are two steps in this process.

The first step is to make a data challenge to the government entity that maintains the data. If the entity agrees
that the data are inaccurate or incomplete, the entity must change the data so they are accurate and/or complete.
If the entity does not agree with the data challenge, you have the right to take the second step and appeal the
entity’s determination to the Commissioner of the Minnesota Department of Administration.

It is important to follow the steps carefully and to do all of the things described below.
Step One: Making a Data Challenge

First, identify the government entity’s Responsible Authority. This person, or a designee, must make sure that
the entity complies with state data practices laws. The Responsible Authority for county social services entity is
the director of that entity. For other county offices contact the Responsible Authority designee.

Next, write to the Responsible Authority and ask to look at all public and private data the entity maintains about
you. In order to protect your rights, it is very important that you make your data request to the Responsible
Authority. You may wish to make an appointment to inspect the data, which you may do free of charge. You
also may ask for copies of the data. If you do, the government entity does have the right to charge you
reasonable copying costs.

Review or inspect the data very carefully and make a note about any information that you believe is inaccurate
or incomplete. Inaccurate means that the data are not correct or that there are errors in the data. For example,
data might be inaccurate because a name is not spelled right, someone is not quoted correctly, wrong facts are
stated, or a name, time or date is wrong. Incomplete means that the data do not describe all of your contacts with
the entity in a reasonable way. For example, data might be incomplete because words are left out of a report, a
document is missing from a file, or an interviewer did not file a report about an interview. Inaccurate or
incomplete data can be a word, a sentence, a phrase, a paragraph, a number, a punctuation mark, etc. Sometimes
it is difficult to decide exactly what makes the data inaccurate or incomplete.

The next step is to notify the entity’s Responsible Authority that you are challenging the accuracy and
completeness of data that the entity maintains about you. To protect your rights, be sure to say clearly that you
are challenging data under the provisions of Minnesota Statutes section 13.04, Subdivision 4. This challenge
notice must be done in writing -- such as by letter, e-mail or fax. If you are sending a letter, you may wish to
send it by certified mail with return receipt requested. Be sure to keep a copy of your letters and any other
correspondence.

In your challenge notice:

o Identify the data that you are challenging. There are many ways to do this. Because it is important to be
very specific, a good way to identify the data is to make a copy of the document(s) containing the data,
clearly mark the data you are challenging, and enclose the copy with your letter.

e Describe why or how the data are inaccurate or incomplete. Be very specific and write down as many
reasons as you can.

e Say what you think should be done to make the data accurate or complete. For example, you may ask the
entity to add a word, phrase, page, etc., to make the data complete or accurate. You may ask the entity to
change the data to make them accurate or complete. You also may ask the entity to remove data from a file
or delete some of the data to make the rest of the data complete and/or accurate. Again, be very specific and
explain very carefully what you want the entity to do to make each piece of data accurate and/or complete.
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When the Responsible Authority receives your challenge notice, s/he has 30 days to review it and to decide if
the data are inaccurate or incomplete. The Responsible Authority may agree with all, part or none of your data
challenge. The Responsible Authority must notify you of his or her decision. If the Responsible Authority
agrees with your challenge, the entity must make the changes you requested and try to notify anyone who has
received the data in the past. This includes anyone you name.

If the Responsible Authority does not agree to correct or make changes to the data you have challenged, s/he
must notify you. Then you have the right to take the second step in the process. The second step is to appeal the
entity’s decision (determination) about your challenge.

Step Two: Appealing the Entity’s Decision About Your Challenge

If you do not agree with the results of your data challenge, you may appeal the entity’s decision to the
Commissioner of the Minnesota Department of Administration.

If the entity told you in writing that you have the right to appeal its decision about your data challenge, you must
file your appeal within 60 days of the decision. If the entity did not tell you in writing that you have the right to
appeal, you have 180 days from the date of the decision to file your appeal.

You must send your appeal to the Commissioner of Administration in writing (such as sending a letter, an e-
mail message, a fax, etc.). You must include your name, address and a phone number (if any), the name of the
entity that has the data you challenged, and the name of the responsible authority for that entity. Describe the
data that you believe are inaccurate or incomplete, and tell why you disagree with the entity’s decision about
your data challenge. Also tell the Commissioner what you want to happen because of your appeal. For
example: Do you want the entity to remove data from its files? Do you want the entity to change or add data?
Include a copy of your data challenge letter and copies of any other correspondence about your challenge that
you have sent or received. Send your appeal to:

Commissioner, Department of Administration
200 Administration Building
50 Sherburne Avenue
Saint Paul, MN 55155

If the Commissioner determines that your appeal meets all of the requirements in the law, the appeal will be
accepted. At that point, the Department’s Information Policy Analysis Division (IPAD) will try to resolve the
dispute in an informal way, using conferences and/or conciliation. The IPAD also may suggest that you and the
entity take the matter to mediation.

If the dispute can’t be resolved informally, the Commissioner will, in most instances, order a hearing by an
administrative law judge in the state Office of Administrative Hearings. The administrative law judge then
hears the case and makes a recommendation to the Commissioner. The Commissioner reviews the
recommendation and issues an order about whether the data are accurate and/or complete. You and the
government entity each have the right to appeal the Commissioner’s order to the Minnesota Court of Appeals.
You do not need to be represented by an attorney to appeal the results of a data challenge, but legal advice can
be helpful because the administrative law process can be technical and complex.

Information Policy Analysis Division, Department of Administration
201 Administration Building, 50 Sherburne Avenue
St. Paul, Minnesota 55155
Voice: 651.296.6733 or 1.800.657.3721 Fax: 651.205.4219
www.ipad.state.mn.us
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NON-DISCLOSURE AGREEMENT
RAMSEY COUNTY

For Compliance with the Minnesota Government Data Practices Act (MGDPA)

REQUESTOR’S NAME

DESCRIPTION OF DATA: I understand and agree to the following as conditions for access to the private and/or confidential
data generally described as:

DEFINITION OF TERMS: For the purposes of this Agreement, all terms shall have the meanings assigned to them in the
Minnesota Government Data Practices Act, Minnesota Statutes, Chapter 13.

PURPOSE: The data described above shall be used only for the preparation of summary data for the following purposes:

CONDITIONS:

1.

3.

The data shall only be used for the purposes described above.

Private and/or confidential data shall not be disclosed in any form that would identify any individual.

In consideration for receiving access to the private and/or confidential data, I agree to indemnify, defend and hold
harmless Ramsey County, its Commissioners, agents and employees from any and all claims, damages, lawsuits, losses,
liabilities, costs and expenses whatsoever arising out of any act or omission of mine or any of my agents or employees
arising out of my access to private or confidential data collected, created, or received by Ramsey County.

I understand that I may be subject to civil and/or criminal penalties for disclosure of private or confidential data in
violation of the Minnesota Data Practices Act, or any other similar state or federal law. Such penalties may include a
fine of up to $700.00 and confinement in jail for up to 90 days if I am found guilty of a willful violation of the Data
Practices Act.

COST: Requestor agrees to bear the costs associated with the preparation of the data, estimated to be: $
(Attach From C: Copy Cost Calculation Form if necessary).

SIGNATURE: Requestor APPROVAL SIGNATURE: Responsible Authority or Designee

Date Signed Date Signed
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INFORMED CONSENT
FOR THE RELEASE OF INFORMATION

For Compliance with the Minnesota Government Data Practices Act (MGDPA)

RAMSEY COUNTY

Name of person authorizing Release of Information:

1 authorize the following person or entity/program:

To release the following information (kind and amount of information to be disclosed):

To the following recipient(s) (name of entity to whom information will be released):

For the following reason(s) (purpose of the disclosure):

If this information is released, then what will happen is:

If this information is nof released, then what will happen is:

I understand that information about me is protected under state and/or federal privacy laws and cannot be disclosed without my
written permission unless otherwise provided for by state or federal law. I understand that this authorization is voluntary and
that I may withdraw my permission at any time. I understand any withdrawal of permission will affect future releases of
information and will not affect releases of information that occurred before the withdrawal of my consent.

My permission to release information about me expires (date, event, or condition):

Note: Unless otherwise noted, permission automatically expires one year from the date of signature.

Signature of person authorizing release: Date Signed
Signature of Witness (person explaining this form and my rights): Date Signed
Signature of parent, guardian or authorized representative when required: Date Signed

NOTE TO DEPARTMENTS USING THIS FORM: The consequences of giving informed consent must be communicated to the person before
they sign this form.
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TO BE COMPLETED BY THE REQUESTOR:

INFORMATION DISCLOSURE REQUEST

For 'Compliance with the Minnesota Government Data Practices Act (MGDPA)

RAMSEY COUNTY

*Requestor’s Name Date of Request
*Requestor’s Address ' *Requestor’s Phone Number(s)
*Requestor’s Signature (if required for data that is Not Public) * Note: Identifying information is not required for disclosure of

public information, but may be collected if necessary to fulfill the
request. Please see the Ramsey County Data Practices Policies &
Procedures Manual for further information.

Description of the Information Requested:

TO BE COMPLETED BY THE DEPARTMENT or DIVISION:

Department / Division Name Request Handled by:

Request Type: Requestor is:

[ 1 In Person [ 1 Mail / E-mail [ ] Telephone | ]the Subject of the Data [ ] Not the Subject of the Data [ JN/A
The Information Requested is Classified as and Shall Retain the If Data is Not Public, Requestor’s Identity Verified by:
Classification of:

[ ] Public Driver’s License Number:

[ ] Private [ 1 Non-Public ] Other Identification or Authorization:

[ ] Confidential [ 1 Protected Non-Public

The Request was: Dept/Division Authorized Signature

[ ] Approved [ ] Denied [ ] Approved in Part (explain below) X

Comments (reason and legal citation for denial if access was denied or approved only in part; other comments)

TO BE COMPLETED BY THE DEPARTMENT/ DIVISION WHEN FEES ARE CHARGED:

[ 1 Fees: Flat Rate [ 1 Fees: Special Rate
Please complete and attach Form C (Copy Cost Calculation Form)
No. of pages X $.  Flat rate per page = $ Amt. Due Jfor projects requiring a Special Rate.
Total Amount Due: Received by (signature) Date Received
$ .
Amount to be Pre-Paid: Received by (signature) Date Received
(50% of total if over $50.00) $
Balance Due Received by (signature) Date Received
(upon completion of project) $
NOTES TO REQUESTOR:
Make check or money order payable to: If this form will be returned by mail, send form with any fees to:

Copying Fees: You may be required to pay the actual costs of making, certifying and/or compiling the copies of information requested.
Request Frequency for Private Data on Individuals: After you have been given the data and informed of its meaning, the data need not be disclosed to you again
for six months thereafter unless a dispute or action is pending or additional data on you has been collected.
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APPENDIX “F”

Annual Report Format Sample



DATA PRACTICES ANNUAL REPORT FORMAT
Please see sample report, next page.

This form is designed as a report produced from the records retention and data practices information database. The
data will be maintained in the central database, and this report will be produced each year as required by Minn. Stat.
§ 13.05, subd. 1.

The following descriptions and instructions for the various data elements may be helpful in completing and
reviewing the Data Practices Annual Report form.

Department
Enter the name of the department or unit that is responsible for the records.

Responsible Authority Name, Title and Address
List the name, title and address of the Responsible Authority for the department or unit that is responsible for the
records listed in each section.

Designee Name, Title and Address
List the name, title and address of the designee who is responsible for the files or systems, if different from the
Responsible Authority.

Record Series Titles and Description

List the name or title and a description of each record, file, form, or system of the government data being reported.
These descriptions should be in terms that are readily understandable to the general public. These are the same
categories that are used for records retention scheduling. Please note that the format of the data may be paper,
electronic, or any combination of different media.

Notes
List additional information about the use, retention or disposition of the records.

Data Practices (DP) Classification
Enter the appropriate classification for each records series — i.e., public, private, confidential, etc.

Data Practices (DP) Statutes
List the statute or legal citation that governs the data classification. There may be more than one citation used.
Note that only a state statute, federal law or temporary classification can classify government data as not public.

Enabling Authority
List the statute or legal citation that give the department or unit the authority to collect and use the information.

Purpose
Describe the purpose for which this information is collected and used.

Authorized Recipients

List the people or agencies that are authorized to use and receive the information. Note that this must be in
compliance with state, federal or local laws governing the collection and use of the information, and must be
consistent with the information used in the Tennessen Warning, if applicable, used when collecting the data.

NOTE: Samples of each form used to collect non-public data must be attached to the report.





